
CIPGuard
Automate Your NERC CIP Compliance with 
CIPGuard

Do You Have the 
Right Tools to Track 
and Report Your NERC 
CIP Compliance?

Is Your Compliance 
Effort Labor-Intensive 
and Tying Up Valuable 
Resources?

Do Your Business 
Teams Have Access 
to Appropriate 
Tools to Fulfill Their 
Compliance Roles?

CIPGuard solutions incorporates Promia RavenTM technology with 
over 10 years of product development and deployment within the 
US Department of Defense, where it has won multiple awards for 
technological innovation for cyber-security.  Over the past five years, 
Raven has become the leading information assurance product for 
the U.S. Department of Navy cyber infrastructure where it is now 
currently being globally deployed across all US Naval installations 
and ships.  Nexant and Promia have adapted Raven’s unparalleled 
capabilities for system management and cyber defense to support 
NERC CIP compliance requirements by developing specialized user 
interfaces that aggregate, track and document information in easy to 
use formats using military grade workflow management capabilities.

Our consultants will work with you to ensure that your NERC CIP 
compliance program will result in compliance with the standards.  If 
we find that your current plan will not result in compliance, we work 
with you to develop a plan that will allow you to economically and 
efficiently move to compliance.  CIPGuard solutions will seamlessly 
perform within your network to collect and maintain critical cyber 
asset information.  Thereafter, we will be available to support your 
compliance efforts on an as-needed basis.

CIPGuard solutions technology allows you to conserve time and 
resources while lowering your overall CIP compliance costs by:

•	Automating the creation and maintenance of the Critical Cyber 
Asset List and

•	Automating work flow and document storage for required 
maintenance activities.

CIPGuard solutions aggregate information from your existing IT 
network appliances and protection devices without any need for 
costly IT infrastructure upgrades or re-architecting.  Built-in Raven 
technology features include:

•	Passive sensing technology enabling it to easily integrate into 
existing networks

•	Inert integration feature minimizes install time and no disruption 
to existing IT operations

•	Ability to manage and source all existing SCADA data feeds
•	Inert integration feature minimizes install time and no disruption 

to existing IT operations
•	Scalable from a single site to global enterprises with fully 

integrated, inter-enclaved operation reducing overall manpower 
and training requirements.

White papers are available describing the role that Raven plays with 
respect to implementing the controls needed to comply with FERC, 
FISMA, OMB A123, Sarbanes-Oxley, Gramm-Leach-Bliley, and 
HIPAA.
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